Sample Privacy Compliance Check List

Organization:  ____________________
Department Name:  ________________________

Completed by:  ___________________
Date Completed:  __________________________

	Compliance Tasks
	(√)
	Comments

	1. Identification of a Privacy Official

· Staff understand role of the Privacy Official

· Staff know how and when to contact Privacy Official
	□

□
	

	2. Notice of Privacy Practices (NPP)

· Posted in clinics and ancillary services

· Posted in public areas, including registration areas

· Staff members have read NPP and understand requirements to answer questions from patients
	□

□

□
	

	3. Verify that staff are following new procedures for:

· Providing NPP to patients on first encounter

· Using new General Consent for Treatment

· Using new “HIPAA Compliant” Authorization Form

· Following “opt outs” selected by patients

· Sharing information internally with selected staff 

· Disclosing information externally

· Documenting disclosures required by the Accounting of Disclosures Policy

· Minimum Necessary procedures found in Minimum Necessary Policy.

· De-identifying records as appropriate

· Ensuring limited data sets are used as appropriate

· Patient Rights, as documented in new policies (listed below)

· Disclosing information to public officials, subpoenas and other court orders

· Filing of and responding to complaints regarding privacy

· Identification of Personal Representatives
	□

□

□

□

□

□

□

□

□

□

□

□

□

□
	

	4. Check in and check out lines

· Ask patients to stand back four-six feet from check in counter and only call one patient at a time to the counter.  May use taped line or provide numbers to patients and have them sit in waiting area until they are called.

· Admission/registration areas are cordoned off when possible to allow privacy when registering
	□

□
	

	5. Computer Monitors that can not be positioned to prevent unauthorized viewing of PHI

· Ensure password-protected screen savers turned on with an automatic time out of five minutes

· Install privacy screens
	□

□
	


	6. Discussions in public areas such as waiting rooms should be kept to a minimum

· Ensure there are no unauthorized persons in immediate hearing area

· If necessary, move conversations to a more private area

· Keep voices low

· Provide private area for clinicians to speak with patients
	□

□

□

□
	

	7. Physical inspection check list recommendations

· All doors that allow access to areas with PHI can be locked (via keys, combination locks, or proximity card locks).

· Determine normal business procedure for locking of the room (always locked, locked after hours only, etc.)

· Install or re-key locks where necessary

· Keys stamped “Do Not Duplicate”

· Only staff with need to access area are provided “key”

· Develop documentation to account for key distribution

· Develop procedures for collecting keys/changing locks when staff is terminated

· Develop procedures for monitoring external doors during deliveries, etc.

· Ensure windows are secure

· Windows have locks and are locked when not in use

· Seal windows that should never be opened

· Secure windows that are accessible from ground level (install bars, intruder-proof glass, etc.)

· Develop procedures for safeguarding PHI in areas that cannot be locked

· Monitor areas containing PHI during business hours

· Provide locking file cabinets, desk drawers, and shelves as necessary to secure PHI when not in use

· Install walls, windows, doors as necessary to separate covered and non-covered functions, if necessary

· Move PHI to area that can be secured

· Use patient first name, last initial on bulletin/whiteboards

· Place cover sheets on patient files or turn files towards examination room doors so the names on the files cannot be easily read

· Identification of staff/visitors/maintenance 

· Provide all staff with identification badges (code as necessary to indicate level of access to PHI)

· Provide “Visitor” badges those that are neither patients nor staff 

· Establish procedures for checking in/out visitors

· Establish procedures for escorting visitors who must visit areas that contain PHI

· Ensure maintenance staff conduct work during normal business hours with staff authorized to access the PHI present; else, secure PHI if maintenance must occur after hours 

· Printers, Copiers and Fax Machines

· Designate separate printers, copiers and faxes that will receive PHI and place in secure areas near staff that will use the equipment (alternatively, designate staff who will be responsible for monitoring printers and faxes and for making copies/sending faxes)

· Pre-program fax numbers of recipients who regularly receive faxed PHI and verify fax numbers on a monthly basis

· Add a confidentiality statement that includes directions for what the recipient should do if they receive faxed PHI in error to fax coversheets 

· Develop fax procedures to include calling the recipient of the PHI and verification of destination fax number.  Procedure to include review of confirmation reports to ensure successful transmission.

· Develop procedures to ensure prompt retrieval of printed, faxed, copied PHI

· Review fax reports periodically to ensure complete and proper transmissions of PHI

· Disposal of PHI 

· Develop method for disposing of or recycling paper based PHI (incineration, shredding on-site or off-site, etc.).  PHI to be shredded off-site or recycled to be stored in locked bin

· Develop procedures to ensure no PHI is placed in open trash cans or recycling bins

· Develop secure disposal method of floppy diskettes, CD-ROMs, and data tapes that contain PHI (some shredding companies will also dispose of this material as well)

· Develop procedures for secure disposal/recycling of other PHI such as IV bags, X-Rays, etc.

· Secure all biomedical equipment containing PHI (EKG machines, imaging equipment, etc.) when not in use

· Ensure all PHI is labeled ‘confidential’ (computer diskettes, files, storage boxes, etc.)
	□

□

□

□

□

□

□

□

□

□

□

□

□

□

□

□

□

□

□

□

□

□

□

□

□

□

□

□

□

□

□

□

□

□

□
	

	8. Business Associates (familiar with Business Associate Policy):

· Identified Business Associates by definition in Business Associate Policy.

· Provided HIPAA Education to Business Associates

· Discussed with Business Associates procedures for accounting for disclosures, amendment of PHI, provide access or restrictions to access of PHI

· Prepare procedure for identifying future Business Associates

· Developed Business Associate agreement specifications
	□

□

□

□

□
	

	9. Ongoing education and training

· Prepare departmental orientation checklist

· Ensure every workforce member has completed required HIPAA training and completes required training annually.

· Ensure every workforce member has signed a Confidentiality Statement and re-signs annually.
	□

□

□
	

	10. Define designated record sets
	□
	

	11. Define categories of staff and levels of access to PHI for each
	□
	

	12. Privacy Complaints

· Designate contact person for receiving privacy complaints

· Develop complaint disposition procedures
	□

□
	

	13. Read the new HIPAA Policies

· Privacy and Confidentiality of Individually Identifiable Health Information (PHI)

· Information Security Policy

· Notice of Privacy Practices Policy & Procedures

· Accounting of Disclosures of Protected Health Information Policy & Procedures

· Minimum Necessary Policy and Procedures

· Privacy Guidelines

· Business Associates Policy and Procedures

· Designated Record Set Policy

· General Consent for Treatment Policy and Procedures

· Patient Right to Request Access, Inspect and/or Obtain a Copy of Health Record

· Patient Right to Request Restrictions for Use and Disclosure of PHI Policy and Procedures

· Right to Confidential Communications

· Right to Request Amendment to Health Record

· Privacy/Security Education Policy

· Release of Patient Information to the News Media Policy

· Request for Alternative Means or Location for Confidential Communications of PHI Policy and Procedures

· Revocation of Consent Policy

· Use and Disclosure of PHI based on Patient Authorization Policy and Procedures
	□

□

□

□

□

□

□

□

□

□

□

□

□

□

□

□

□

□
	

	
	
	


Copyright © 2004 North Carolina Healthcare Information and Communications Alliance, Inc. (NCHICA).  

Permission is hereby given to copy, modify, and use this form for non-commercial purposes.

Page 1 of 4

